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CCRNo. &/9-n .3,/ Logged Date d/,go/;/ Rev. - Request Type CCR

Priority Routine ] Emergency [_] | Affected Release 2.0 Change Class II

Title (description)
Baseline and implement Secure Shell in all ECS environments

Documents Affected Source Nos (RID, NCR, Action Item, GSFC CCR, efc.) or
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COTS baseline, Hardware/Software mappings ECSed10643 4 A -~y G (J,C
| R h i )
Port mappings ECSed09857 ~ ’ -
RTM Change ] Start New Baseline [_]
Problem

With the abandonment of Kerberos by external interfaces, there is a significant need to provide a replacement secure method of
interactive access to ECS DAAC resources. There are at least two NCRs from the DAACs requesting such a product be provided
and that it be compatible with a communications package called Secure Shell. The replacement product must be available and
supported on all ECS UNIX servers and Microsoft Windows clients.

Proposed Solution

The TSIWG recommends implementing Secure Shell version 1.2.22 on ECS hosts. A public domain version has been packaged for
use on ECS SGI and Sun hosts that are not covered by a separate CCR to purchase Secure Shell for customer/high priority hosts.
The attached implementation plan describes the package and how it is to be integrated into ECS.
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